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• eGO concept: path for the IoT 

 

• Security, safety and reliability aspects 

 

• Secure applications support 

 

 

 



eGoTM a « concept car » for the Smart-City 
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HOTELS, CASINOS 
“I can move around the hotel 

without worrying about my keys” 

SHOPPING 
“A personalized experience 

as soon as I’ve got into the shop”  

PAYMENT 
“No need to take a card or wave 

my phone to pay in total security” 

HOSPITALS, AIRPORTS 
“No more badges, keys to cross 

doors… No more login & passwords!” 

AUTOMOBILE 
“No more keys to use a car!” 

ELDERLY / HANDIC. 
“I feel in total security and I can 

interact with many things 

in a very simple way”  

VIDEO GAMES 
“I pick up the joystick 

and all my scores and preferences 

are ready for me to play!” 

TRANSPORT 
“I validate my ticket as simple 

as I walk through the gate! “ 



eGo™ innovative concept 

• A new way to establish a bidirectional secure, 
high-speed wireless channel between 
“objects” form a wearable smart device 

What is it? 

• Any form factor as a watch, a key ring, a 
jewel capable to host the eGo electronic  

What is the form 
factor? 

• A unidirectional BCC wakes up the eGo 
device and bootstraps a high speed 
wireless 2D  channel between eGo and an 
eGo compliant device 

How does it 
work? 

• A logical channel between eGo and an eGo 
compliant device which has been previously 
touched. 

What do we 
get? 

• Natural, no education needed, user friendly 

• Touch based Market drivers 

Reference, date 

 



Technical basis 

Reference, date 

 

• Periodically sends a code able to be carried over the  
   skin  (Body-coupling communication).   
•  BCC Operating distance < 20 m 
•  Body –coupling message contains essential data for  
   securing and bootstrapping a  2D  wireless channel  
• Zigbee, or Ultra low-power wireless UWB Tranceiver 
  
 

eGo 
compliant 

device 

• Working permanently in listening mode 

• Collects  eGo compliant device code using an ultra 
low-power BCC  receiver 

• Over-skin receiver bootstraps a wireless high-speed 
transmitter (Zigbee, UWB, Wireless-USB) 

• Secure Private Channel (~VPN) opening with the 
eGo compliant device using its code 

• New key exchange for final session key generation 

• Any form-factor:  Total volume <30x30 X 2 mm3 
(including UWB antenna, excluding the battery) 

eGo 
personal 
device 
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eGo™ principle 

www.ego-project.eu 



The eGo team crew 

• France Gemalto  

• France Worldline 

• France Continental  

• Ireland CIT 

• Ireland Decawave  

• Norway IDEX 

• France INRIA  

• Ireland Lincor Solutions 

• Sweden Precise Biometrics 

• France STMicroelectronics 

• Ireland Tyndall Institute 

• France: 5 (4 LE, 1 Institute) 

• Ireland: 4 (2 SME, 2 Institutes) 

• Sweden: 1 SME 

• Norway: 1 SME 

Countries 

• Large Enterprise: 4 

• Small & Medium Enterprise: 4 

• Institute: 3 

Typology 



Project innovation and differentiation 

• RF pairing (Zigbee, UWB) using Body-
Coupling Communication 

• Minimization of classical attacks 

• Easy integration in several  form factors 

• Two factors authentication capabilities 
(Movement, Biometry) with user experience of 
a single one through SSO 

New high-
speed wireless 
communication 

channel 
establishment  

• Integrated robust Biometric sensors 

• Ultra-precise UWB RLTS components  (10cm) 

• User’s body detection 

• Next generation integrated IMU sensors  

• On-the shelf batteries 

• Low-Power, WPC enabled PCB design 

• Open Source embedded RTOS 

New 
generation 

technologies 
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Wearable computing market 

European 

Leadership 

European 

Leadership 

European 

Leadership 



Smart Wearable Objects 

part of the Internet of 

Things and Smart–City 

markets. 

 

Analysts estimate this 

market to: 

More than 12B$ in 2018 

60% for fitness and 

medical 
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eGo target market 



Agenda: 

• eGO concept: path for the IoT 

 

• Security, safety and reliability aspects 

 

• Secure applications support 

 

 

 



 

• Relay-Attack 

• Out-Of-Band agreement, user’s discrimination 

• Synchronization of eGo devices 

• HW/SW Countermeasures  
 

Basic eGo 
security 

• Anonymity, un-traceability, authentication 

• Easy Pairing and explicit agreement 

• Implicit agreement 

Privacy and 
User 

convenience 

• Regulations about safety 

• Migration path to legacy equipments (backup) 

 Safety and 
Reliability 

Key concerns on secure applications 



Key developments 

• Synchronization framework using pure Javacard 2.2.2  

• Basic synchronization schemes implemented  securely 

• Secure synchronization of eGo device: device to server, device 
to device 

• Bootstrapping a new device use case addressed 

• Primary Bootloader  requirements  implemented STM32L4) 

Basic eGo 
security 

• Implementation of U-Prove within the embedded SE 

• Definition of a fast protocol  (4 ms) allowing the 
setting of an authenticated and private channel 
between a proxy and a device 

• All transactions are anonymous and non linkable out 
the scope of the applications  

 Privacy and 
user 

convenience 

• No button and no connector on the eGo device. 

• No conductive parts 

• Single transmitter on the eGo device (FCC compliant) 

• The proxy embeds classical technology  

• Only the BCC transmitter on the proxy is  regulated  

 Safety and 
reliability 



Key work on privacy 

• Anonymity 

• All transactions are anonymous and non linkable out the 
scope of the applications 

• Minimum disclosure 

• Support for minimal attributes disclosure supporting low 
footprint/power devices in real time (< 20 ms @ 25 MIPS) 

• Non traceabiliy 

• Non traceability of the whole device for any interfaces (e.g. no 
RF MAC address) 

• Authentication 

• Capable to support multi-tenants applications. Support for 
distributed systems without credentials sharing 

Basic eGo 
privacy 
features 

 
• Local user identification 

• Fingerprint support. Distributed without storage of the minutia 
template in a central registrar 

• Distributed synchronization 

• Secure synchronization of eGo device: device to server, device 
to device 

• Credential recovery from a blank device 

• Distributed storage between eGo device owned by a single user 

 

 Privacy 
and user 

credentials 
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UWB CONTROLLER 

GEM02 

UWB ANTENNA 

FREE SPACE 

LF ANTENNA 

BCC CONTROLLER STM32F2 

USB Connector 

JTAG Connector 

BCC & WPC 

 antenna 

 Connector 

Finger Print Connector 

eGo platform Split-Platform  Merge to STM32L4 

IR Sensor 

Accelerometer 

Sensor 



User Convenience 

Study 

• Design evaluation by 
an industrial designer 

• Ergonomic valuation 

• Usage study 

eGo 

Design 

Wearable 

 device 
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eGo compliant 

objects 

Payment 

Infrastructure 

eGo paiement demonstrator architecture 

Retailer 

Information Server 

Hotel 

Information Server 



eGo surface hotel kiosk demonstrator 



eGo interactive hotel front end 
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PR results on ‘eGo payment’- Over 120 articles 

published in key international wire, daily, business 

and IT media 

 

 

Betalen met je vinger 

komt dichtbij 

Atos Worldline 

unveils eGo 

payment application 

in Europe 

Atos core expertise in Hi-

Tech Transactional Services, 

Atos Worldline has 

introduced its eGo 

application in Europe which 

claimed to enable a range of 

digital services and 

payments through just touch 

without requring any 

cheques, cash and ... 

© afp. Met je vinger 
betalen komt steeds 
dichterbij.  
Een Europees consortium 
werkt momenteel aan een 
nieuwe betaalmethode, die 
het mogelijk maakt 
betalingen met één 
vingerafdruk te voldoen. 
Een pinpas, contant geld of 
een mobiele telefoon als 
betaalhulpmiddel zou 
daarmee overbodig ... 

14 Nov – Dutch business 
radio interview by Rob 
Pols, CEO at Atos in 
Benelux, on eGo 

Atos Worldline 

dévoile eGo 

On y montrait également des solutions 

….ou les ondes UWB (ultra-wide bande) 

et la communication intra-corporelle 

(Natural Security, projet eGo soutenu 

par Atos ou Gemalto), fonctionnant 

aussi bien dans le monde physique 

que sur Internet ou via un poste de 

télévision sans grande modification.  

http://www.lemagit.fr/divers/2012/10/25/national-security-lalliance-de-la-biometrie-et-du-sans-contact/
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eGo automotive demonstrator 



eGo automotive demonstrator (2) 
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Authentication 
Doctor Identity  

Patient Identity  

 

Access Control 
Doctor Private Access 

Patient Public Access 

 

 

Personalization 
Doctor Medivista Applications 

Patient Info/Entertainment 

 
   

Activity Monitoring 
Localization for Access Control 

Hygiene Procedures 

  

eGo health-care demonstrator  

 



Healthcare Demo System Deployment 



eGo exploitation one year after projet end  

• Remote management concept transfer to M2M 
and ODC Business Lines Gemalto 

• Demonstrator in permanent Company showroom 

•  On going work with financial partners  Worldline 

• UWB Chip commercial sales since Dec 2013 Decawave 

•  60% of eGo BOM  made from ST components 

• Improved ST33 ICC for  secured MCU commercialized STMicroelectronics 

• Biometric sensors and MoC SW commercialized  
Idex, Precise 
Biometrics 

• Industrial transfer to Cit Nimbus labs   CIT, Tyndall 

• Luxurious cars subject to reliability enhancements Continental 

• 20 submitted over the period Patents 



Decawave DW1000 product: a strong market traction 

Irish Prime Minister Kenny at Product Launch Event 

The Decawave Team 

 ICS New Product Innovation Leadership Award 

2014 

 One of the 100 Hot products of the ear by EDN.  

 In production since the end of the project 

3 M samples to be sold in 2014 



Conclusion 
eGoTM  technology  building a solid ground for 

successful preparation of European industry for the 

next wave of wearable computing 

 Large variety of new communicating objects coming 

 Need for user privacy 

 Complex evolving environment (indoor-outdoor localization)  

 Need for user simplicity 

 Putting the human at the center of the systems 

 What’s next ? 

 Further sensor integration 

 Full Open Source environment 

 Open application environment  

 Process and tools for the certification automation  

 “Overnight” secure publication of an embedded application 

 Cloud and XaaS approaches 

 
 



See US in H20 project 
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